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Abstract:

Sharing encrypted data with different users gained great attention in the cloud environment. There have some security issues like data leaks during
data sharing, key management of shared data etc. In our project we developed a system which enables secure data sharing in the group of users
as well as efficient key management. In our proposed system we used public key cryptography for securely storing and sharing data in cloud. We
have created secure constant cipher text which is impartial of data size. It is possible to share data and to give authorized rights for decryption of
any set of cipher text. Along with the encrypted data a searchable index is generated to provide search over the encrypted data. The data owner
can share subset of files with other users by authorizing them an access rights and constant size of aggregate key. By doing this we are confidential
about other outside files as those files cannot be decrypted using the given key. As per access rights search can be applied over restricted data set.
Search can also be applied for synonym words. System performance and efficient index generation are the key aspect of our project. Experimental
results show that security & efficiency is greatly improved with our proposed scheme.
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I. Introduction

CLOUD storage development is the most encouraging solution for providing pervasive, user-
friendly and instant access for the huge data shared over an internet. Sharing personal data,
photos, post, texts etc is now popular trend in social networking application based on cloud
storage. Many business firms, institutes addicted to outsource their data to the cloud for its

View References management. With data outsourcing approach user also have worry about an unintended leaks of
data in cloud. In this paper we proposed “KASE”(Key Aggregate Searchable Encryption) approach
for secure data sharing and efficient key &E_:nagement. Our system provides the better solution for
previously noticed problems such as, Public Key Encryption (PKE) with keyword search approach.
In this approach users have their own data and they wish to upload the data to a third-party
database in which they may not trust [7]. This approach is complex due to computational Diffie-
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